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1) 20235 ZLH SR EAFREIE ASSIZAL 2 M9 IDG 2) 2023 Global Threat Report, Crowdstrike 3) Flexbooker Suffers Massive Data Breach. Millions Of Users Compromised, Stealthlbas, 2022.01.22
DEV-0537 criminal actor targeting organization for data exfiltration and destruction, Microsoft, 2022.4.22

4) Maine Attorney General, Notification 2022.01.10 5) Turkish Based Airline’s Sensitive EFB Data Leaked, Safety Detetive, 2022.03 6)
7)Amazon Accidentally Exposed an Internal Server packed with Prime Video viewing habits, 2022.10.28 TC 8) Sensitive Data of 65.000+ Entities in 111 contries leaked due to a single misconfigured data bucket, 2022,10,19



https://www.samsungsds.com/kr/insights/2023_cloud_trends.html
https://www.stealthlabs.com/news/flexbooker-suffers-massive-data-breach-millions-of-users-compromised/
https://apps.web.maine.gov/online/aeviewer/ME/40/10394643-6f4e-49ff-884a-9977602932a9.shtml
https://www.safetydetectives.com/news/pegasus-leak-report/
https://www.microsoft.com/en-us/security/blog/2022/03/22/dev-0537-criminal-actor-targeting-organizations-for-data-exfiltration-and-destruction/
https://tcrn.ch/3zjYznK
https://socradar.io/sensitive-data-of-65000-entities-in-111-countries-leaked-due-to-a-single-misconfigured-data-bucket/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate?hl=ko
https://learn.microsoft.com/en-us/azure/security/fundamentals/shared-responsibility
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Virtual Servers

Serverless Computing
Kubernetes Management
Object Storage
File Storage
Block Storage
Reolational Database
NoSGL Database
Virtual Network
Content Delivery Network
DNS Service

Key Management
Network Security

Authentication and Authorization

Elastic Clowd Compute
Lambda

Elastic Kubernetes Service

Simple Storage Service

Elastic File Storage
Elastic Block Storage

Relational Database Service

DynamoDB
Virtual Private Cloud
CloudFront
Route 53
1AM
KMS
AWS WAF
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Virtual Machines
Azure Functions
Kubernetes Service
Azure Blob

Azure Files
Azure Disk
SOL Database
Cosmos DB
Azure VNet
Azure CON
Traffic Manager

Azure Active Directory
Azure Key Vault
Application Gatewsy

Google Compute Engine
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1) 2021 State of Cloud - Tenable (Ermetic)

Security Intelligence

“Authorized” to break in:
Adversaries use valid credentials to
compromise cloud environments
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Application Security

Majority of Kubernetes API Servers
Exposed to the Public Internet
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82% of companies give third parties access to all cloud data
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https://www.darkreading.com/application-security/more-than-eight-in-10-kubernetes-api-servers-exposed-to-the-internet
https://securityintelligence.com/posts/adversaries-use-valid-credentials-compromise-cloud-environments/
https://www.securitymagazine.com/articles/94435-of-companies-give-third-parties-access-to-all-cloud-data
https://ermetic.com/blog/cloud/state-of-cloud-security-2021-more-aware-yet-very-exposed/
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1) Osterman Report: State of Cloud Security Maturity 2022 - Survey Findings
2) Cloud Security Alliance:: Cloud Native Application Protection Platform (CNAPP) Survey Report, August 2023



https://ostermanresearch.com/2022/08/17/webinar-ermetic-cloud-security-maturity/
https://cloudsecurityalliance.org/press-releases/2023/08/24/cloud-security-alliance-survey-finds-complexity-of-multi-cloud-environments-driving-use-of-cloud-native-application-protection-platforms/
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https://www.gartner.com/smarterwithgartner/4-must-have-technologies-that-made-the-gartner-hype-cycle-for-cloud-security-2021?msclkid=e025f4fbb2f011ec85b37d8431a6ed9a
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KSPM EKS workload is running privileged containers
EKS cluster John-cluster has Deployment hello-world-deployment-2 witt
Container hello-app-2 set as privileged
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https://www.gartner.com/smarterwithgartner/4-must-have-technologies-that-made-the-gartner-hype-cycle-for-cloud-security-2021?msclkid=e025f4fbb2f011ec85b37d8431a6ed9a
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