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You have 289 VAPs that are over 2.7x more attacked than the average person in your organization.

Person

3 Daniel Walker QA Engine
Aria Moore Director of Engineering
Jacob Scott Director of Final
Harper Martinez Senior Carpor
Moah Brown Junior

Michael Brown Seni
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Supernova - BEC 93 &

From: Accounts Receivable accounts@manufacturer.ext —g’.ﬂ If % Tt

Reply-to: manufacturer@dr.com

SAAe| s 2l oF At O ZitE YLz =0l
x-originating-IP: 193.567.xxx.xxx <€ [ A= L Ct
To: Accounts Payable
Subject: Urgent payment S0z A#l

?}%f‘l—lﬁo% | SHX| Re lgl- mx[)[I;lkTIﬂMoFI $+%§r'f—[%
The following invoices are due or will be due in April and we haven't received payment from your _'c.s—l_%{aé'l_la_ R BEC == T
side. Could you please help arrange the payment? See the updated bank account info below.
Thank you 4@ AEGIH2A#2 )

Ol ¥S B SAKXEC| IPE= x-originating-IP i E 0f
BANK NAME: STANDARD CHARTERED BANK o5t Sk =
Eto| UL i 1P 7|E0 S4 ?XVF 2 =77t
SWIFT: SCBLXHXXK OFL| 7|0 BECO| AlS 2t THEH SFI2 1|}
BENEFICIARY NAME: SHENN TRADE <:MITED
ACCOUNT NO.:57431130576 HAKX 22 241

_ = 2o 721282 Q7 2O HS QIAs= ZHO|
Total amount due: USD 2,511,789.92 [y = = =R R = A

@ ZH0| E|Qom, HZ HEIL 7) Z&o| £|of QL]

Inv Amount (USD) Due date A BECO| Al 2t HEEh SRS LI Lt
INV11234 180,000.23 Mar 10, 2020

INV11235 13,528.07 Mar 19, 2020
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Show Reply

REPORT SUSPICIOUS

Rule ID A Language Title Body
dmarcfail Korean (2h=0) 0] G AR o F=2|5ke A2 LHAL HEE BT - SO0 F2TT SEHAE FFEGY
domainage Korean (ZH=H) O] AR HFEEHAZ ey E gl
homaoglyph Korean (SH=H) O] HARHZEEyAZ
impastar Korean (SH=01) 0 AR Z=LEEa A2 i AFO AR 2 4 ASHD
) 0| BT S 22 SATTE _
inbound Korean (ZH=H) Lul __Jc! :E 1= 2R O] AR S =2 2|20 4M B2 sl T
O ag=-=r
—=n 0| AR = HEE 8= & [ oL o Ee =L T
unknownsender  Kerean (2H=01) A-E'D|I_=LH oL CIT O] ELIAp2 HE of HO| LT
AP0 2 JE
0| HA|R| S QEFGLE| UE 2= SE20IH A SR AFSI T 25T Qe HEE CREELAHL
unsafe Korean (2H301) o s S e L Sans oo e EE
' : UsL|Ch HE LTS CIEZLCEHA OHUAIR
Setti ngs You replied to this message on 15/07/2019, 09:32
Rule 1D Be Careful With This Message
This message contains links that may be impersonating another domain.
Title
amazon Refund Notification
Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
Body information

REF CODE:2550CGE

You are required to provide us a valid billing address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.

Email ID:

ALEAZE E10 Ef 0| A HEZ =X

BEC X EAC

(@)

(@)

(@)

e 240

proofpointE St of

37 W 2 B3
oY A
QA E0j 2
A 53 T
ek Zhepet 4 N3

| E o "o Yz
H

# proofpoint.




S.PinTechnology

f_@ 03 Proofpoint Email Protection

Show Reply

REPORT SUSPICIOUS

Rule ID A Language Title Body
dmarcfail Korean (2h=0) 0] G AR o F=2|5ke A2 LHAL HEE BT - SO0 F2TT SEHAE FFEGY
domainage Korean (ZH=H) O] AR HFEEHAZ ey E gl
homaoglyph Korean (SH=H) O] HARHZEEyAZ
impastar Korean (SH=01) 0 AR Z=LEEa A2 i AFO AR 2 4 ASHD
) 0| BT S 22 SATTE _
inbound Korean (ZH=H) Lul __Jc! :E 1= 2R O] AR S =2 2|20 4M B2 sl T
O ag=-=r
—=n 0| AR = HEE 8= & [ oL o Ee =L T
unknownsender  Kerean (2H=01) A-E'D|I_=LH oL CIT O] ELIAp2 HE of HO| LT
AP0 2 JE
0| HA|R| S QEFGLE| UE 2= SE20IH A SR AFSI T 25T Qe HEE CREELAHL
unsafe Korean (2H301) o s S e L Sans oo e EE
' : UsL|Ch HE LTS CIEZLCEHA OHUAIR
Setti ngs You replied to this message on 15/07/2019, 09:32
Rule 1D Be Careful With This Message
This message contains links that may be impersonating another domain.
Title
amazon Refund Notification
Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing
Body information

REF CODE:2550CGE

You are required to provide us a valid billing address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.

Email ID:

ALEAZE E10 Ef 0| A HEZ =X

BEC X EAC

(@)

(@)

(@)

e 240

proofpointE St of

37 W 2 B3
oY A
QA E0j 2
A 53 T
ek Zhepet 4 N3

| E o "o Yz
H

# proofpoint.




# proofpoint.

04

Targeted Attack Protection

Advanced Threat Protection and Visibility

S.PinTechnology



S.Pin Technology HZo| 7|5 % EF | # proofpoint.

@ 04 Proofpoint TAP

Proofpoint TAP Module

URL Defense Attachment Defense

Comprehensive Detection I_mproves Protelction from Protection Against Sophisticated Attacks Requires
Advanced & Emerging Threat Tactics a Layered & Sophisticated Detection Stack
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Proofpoint TAP

. Reputation

Proofpoint P

Protection
Server (PPS)

Unknown
M_P File Hash
Attachment Integrated threat
Email taini ; ;
ma;'\ttc:cnhﬁ,:gmg an Defense intelligence
Module If Unknown

Hold email until
receive verdict. -

Output either Clean / Threat /&‘%\
5 4 AP

Malware  Behavior Code Protocol Dashboard
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04 Proofpoint TAP

Reputation

Proofpoint ® -

Protection Server >
(PPS) URI Blacklist

Unknown/Clean Integrated threat Unknown/Clean

Check reputation. intelligence Redirector
Quarantine known

threats Sandbox (urldefense.

URL Defense BT /g&\ |,.,ﬂ @ <D If Unknown proofpoint.com)

SR T Mal Behavi Cod Protocol
Predictive alware Behavior ode rotoco

Rewrite URLS Defense

Threat Graph

2

TAP 302 Redirect

Dashboard
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@ 04 Proofpoint TAP

ONLY SAFE CONTENTS HIGH RISK CONTENTS (.JS,
(HTML-CSS) .EXE, ETC.)

\/ - P

SECURE CONNECTION
(HTTPS)

T

ANONYMOUS WEBSITE
TRAFFIC

= EXisting Browsers = Cloud Isolation Browsers = Policy-based Browsing

= Easy Deployment = Threat Protection =  Anonymized
(phishing, malware, code execution)

= Disposable
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Email ZTNA Sec.Training CASB IT™ Archiving  Digital Risk
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CYBERARK

= Microsoft 365 &ROWDSTRIKE VMWare' Carbon Black
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proofpoint.  TAP Dashboard

@} ErFECTIVENESS M LANDSCAPE -~ PEOPLE

Very Attacked People

You have

220 VAPs

that are

over 3.4x more

attacked than the average person in your organization.

il oruwin

Benjamin Hill Dire

Alexander Garcia Direct

Ethan Baker Senior Corpora

Abigail Walker M

Michael Allen Si

Aria Allen Countr

Alexander Anderson Director of Marketing Communications

Benjamin Hill

@ Demo Industrial Design Comp... +- N 0

2202 P

B 34812 342
o

O

HE

Attack Index Ranking

2019/12/24 - 2020/01/22

Sort by A

HIDE CHART ~

Very Attacked Person .

1,103

Average Person
320~

TO P -?-I -6-='| AI‘% xl' lowest to highest attack index score

e AFEAIS] I &8 &

Aot 54 HIES &

ack Index Contribution .
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Interactive Training Pre-defined Assessments in Cyberstrength
o H|=L|A 0|0 A} « 14702 EoF = Q HIt
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. ol XIgl .
° H|E|9- E|5|—|ﬁ Oll}" = ™©° Compeion, 5 Tips for Defending Against BEC and EAC Attacks
[ Hl E|2. J.L|Ao| _+_7H Proactive steps you can take to engage end users and prevent successful attacks
. HC|2: YEX 9 42 Business | suemmesie st

o H|C|Q: QIHO|A AL7| Mt : Compromi
- H|C|2: BEC Ab7|

zic

FACE-TO-FACE or
VOICE-TO-VOICE

Awareness Video

- OO0 ApZ|2H ZARIL|T?

- HOFZ3otE floh 602 BECE!?

15+ Posters, Infographics, Newsletters

Consider These Additional Actions
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960 / 1000

Small crime

Widespread
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H 05 TRAP 27}

Retroactive 211 E Eol| HA|X| XIS AlK|

Alert that Malicious

proofpoint. Message Delivered

aws * =] EMERGING
Ivl v L= THREATS (m
© JSON Event , ,

End-user Reported ﬁ ) e

Q) FIREEYE

@8 Exchange ) Office 365
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Use Case
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Multi-Platform Sandboxes o TRAPLZ T E AR
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06 Outbound BEC

Display Name A&+

37 /65
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06 Outbound BEC

DKIM 2| stA|
Envelope

Sender : admin@attacker.com » 'SPF/DKIM & & £f= 227
Recipients : smith@example.com..

AL EF0] 7] 0]k S22
—— M BHA7} TA S e

Content

To : smith@company.com

Cc : John@product.com

From : admin@hometax.com
Subject : Ml S 2

Ha 200 MEs & ol E LICH

» SPF Record

company.com v=spf1 ip4:115.219.112.0/18 ~all
« DKIM Record
company.com v=DKIM1;t=s;p=MIGFMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCOtoCYOI

LnC+7da9GwtlAqvsso90jZKXAD/NDWIMSFVghxFAyoPRandeRhDsjQgCOKe+ET
rakkNnx2FOd54wWA2XUKbvkYLOgo6ReBLYXEplgxExI9gkStvLocNOaFNNgOeaaj;
4AM5DMp4mNPvyw07y06bKxwEc/hRtwIDAQAB

*SPF: Sender Policy Framework / *DKIM: DomainKeys Identified Mail 38 / 65
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06 Outbound BEC

Envelope

Sender : admin@attacker.com

Recipients : smith@example.com..

Content

To : smith@company.com

Cc : John@product.com

From : admin@hometax.com
Subject : Ml S 2

7lcz 3t (Tcog M) | # proofpoint.

DMARK 2| A

admin@attacker.com = admin@hometax.com

n

L

» SPF Record

DMARC Alignment

SPF Pass + Envelop from = header from = DMARC Pass
DKIM Pass + Envelop from = header from = DMARC Pass D

“Z X O Z EMo] AZT Hlof Fpsn

abc.com

DKIM Record
abc.com

v=spfl ip4:111.210.112.0/18 ~all

v=DKIM1;t=s5;p=MIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQC7kbM3v
WgH/CHgn52Yi+8PIDePfuX3BYfbVNTy8AmIqulqlUpOvLdFQggfhGCROBzgA3F6
PhwHOtBYJ4wVWnv8QF8fBF9+fCr7RMfwv7rB-+Ik/tGghHMNBNfNi3LF6sCAIKUV
LaPZILK/aW905xWnt7rl55LIWES3 +wbHVBISyNQIDAQAB

*DMARK (Domain-based Message Authentication, Reporting&Conformance) 39 / 65
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06 Outbound BEC

EFD(Email Fraud Defense) O}7| &l X

oA

“wr

SPF/DKIM/DMARC

g3t

| Send to Junk Deliver Report
=1t Q—l
DMARC 2 L|E 2= OMX| M @ oj| M| X] XpTH

PP

40 / 65
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06 Outbound BEC

O|H|Y Ecfaio CHet 2t 7HAl'S MS

proofpoint. Email Fraud Defense

HE &i Interactive. North America BU.. = Salesforce X
Identify if it's a legitimate sender o
2 North America BU1_Sending ra We think this sender is legitimate
Emails sent to consumer mailbox providers in last 7 days
R Y FILTER FFPT Customers ot rotont e st
1%  tave omitaic condrtimate.
My Domains L4 Identify Permitted Senders T m— ° X'-AI Ol ED—” OI_ Ol = 'c')l;l- E% Ol D-” OEI E EH J;l Elé O-I I:IE
] a5 this sender to be
10 Damains ] s . e 86 3rd Pa rty XM_ 9| L) D'” O|_| % 0 | ‘g‘-é_H D'” OEI %
This ,_ data, repor and
Domain FODM(s) DMARC Po sutecina hetons! e Sender Profile » E LH X| O“ -OI: |-A| Ao-l X-” _CT)I_

British Telecommunications SendGrid

oning a2 6 domains Sonding ae & domaine Sending As § Domains v
w FOODIES.COM 3 o e
Salesforce Marketo Domsin Sending Vol.  Sending IPs  Sample L] X"*' Ol E I:I-ll Ol = EH AI Ol- O:I E LH Ol Al —A E-I _?_ Ol I:I-” &
foodies.com 1 sending as 5 domains sending as 5 domains L — - = - - —| 3 ML =
’ faadies.com 1,425,458 VIEW B AI H:| 4 I‘AI X JTEI rL §I- Ol
GoDaddy ServiceNow X . | E/ = L— |- O L ™/ L—
em foodies c 1 Sending as 5 domalng Sending as 5 domalng em.foodies.com 084,003 VIEW
BAE Systems 140.112.20.142 reply.foodies.com 23,609,342 VIEW B
reply.foodies... 1 - N P
sending as 5 domains Sending as 5 durmains
yumyumfood com 3983323 VIEW E
toodiec E T48.163.140.1593 PayPal
oadie.co.uk ! Sending as 4 domains e "; ng as 3 domains bounce.usfoodies.e... 48,340 VIEW
yumyumfood.c... 1 ADP Microsoft
Sending as 3 domains Sending as 3 domain
SERANIES . y
o heenanEer Atlassian Qualtrics
My Senders b4 Actions Newactions - ¥
Permitted senders 1 new actions

41 / 65
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07 Summary

Email Protection
Email Warning Tags
Targeted Attack Protection (TAP)
PO TAP URL Isolation (VAP Only)
P1 TAP SaaS Defense
Threat Response Auto Pull

P1+ CLEAR

Security Awareness Training

Email Fraud Defense (Unlimited)
Supplier Risk Explorer

Hosted SPF

TAP URL Isolation (All Users)
SPF Hosting
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07 Summary
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Email Protection,
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Crowd strike
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07 Summary

An Email Rapid Risk Assessment |

o Proofpoint
for M365 14 Email Rapid Risk

Assessment

A A
Proofpoint TAP  Co
Attachment URL ~ Mal

proofpoint PoC2| Zi}E ST EA ZHA Y A TN Y S —
Cf 2 A 53 G T
NoNe =

45 / 65
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07 Tech Support

S.Pin Technology proofpoint

» proofpoint St=X|ALC| 7|=X| & H|A|
« Global proofpoint 7|&X| & ¢4
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